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What did the UK General Insurance Market look
like 16 Years Ago~?

2000

No Regulation
Equity markets extremely buoyant

No need to worry about making an underwriting profit — Achieving COR
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What did the UK General Insurance Market look
like 16 Years Ago?

2000

No Regulation

Fraud Manager

Equity markets extremely buoyant

No need to worry about making an underwriting profit — Achieving COR
No industry understanding or Appetite for Tackling Fraud

No law enforcement interest



2003 — A Shift in Attitude

Focus on ‘Customer Care’

“Cannot simply i 5 ®raud

@@ FI n an C I aI and pPass cost o nnocent
SerV| ces customer” @@
Authority @

Insurers with Weak Controls Will be
ﬁgeted

Rapid Downturn in Equity
Markets Put Pressure on : -
Insurers Profitability R

Managing Fraud Risk




UK Insurance Fraud - The Facts in 2015

General Insurance Fraud cost the UK market

£2.6 billion

£1.32 billion detected
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WHAT WOULD PUT OFF INSURANCE FRAUDSTERS?

40%
38%
28%
5% 5%
Being

Refused A Prison Afine High Chance High Chance  Public Nothing None of These
Insurance _ . : would Put

Cover in Sentence from a of being of Being Naming and Me Off
the Future Court Found Out Taken to Shaming

Court



General Insurance FRAUD - Broad Classification

Insurance Fraud Typologies

o Motivation:
Motivation: . :
o Criminal enterprise
Individual .
L Organised networks
Opportunistic .
Persistent
Ad-hoc

Organised Fraud

Cross-Industry

‘Opportunistic’ Fraud

Non-disclosure & Misrep., Exaggeration, ‘made up’ claims
(or False Policy Applications)

Staged Motor Accidents
(Ghost Broker Application Fraud Rings)

Detection and Mitigation by Internal Detection and Mitigation by Market
Insurer Controls Controls



What Does A Fraudster Look Like?

Fictitious or Staged claim Exaggerated claim
Perceived as more criminal and pre-meditated Perceived as less criminal and more opportunistic
ﬁx;‘ Q¥ X %
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- Male, single ., - Male, married é\é

e

: - 15-34 age group - Mortgagee

- Known to police - No police record

—«- Uneducated - Quality newspaper reader

- Full-time employment

I Unemployed




SPOTTING THE FRAUDSTERS!




Government attention — 2011!!
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2006 Formation of the

Insurance Fraud Bureau

To Provide a Tactical Response to Cross-Inhdustry
Organised Insurance Fraud

PROTECTING HONEST CUSTOMERS




Long Term Industry Fraud Strategy

@ Association of British Insurers
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I 2014
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IFB Targets

RSA*

Staged & Induced Motor Accidents - single biggest cross-industry fraud risk

The Gangs Involved are, in the
Main, Very Sophisticated
Professional Criminals

Insurance fraud

Banking fraud

Gun crime Public Benefit fraud

Terroristfinancing Drug trafficking

Recovery firms

Accident Management
Companies

Claimants

Storage facilities

Solicitors

Hire car operators

Doctors



Fraud Technology Providers
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Why do we need technology to combat Insurance Fraud?

We have to move with the times because fraudsters do....
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So what do these systems do?
1. Risk Profiling

3

/ Traditional ‘Red Flags’

A

0to 100

Initial Assessment Based on Business Rules/Scores

Motor 1st Party




3. 5S0CIAL NETWORKING TECHNOLOGY
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credit card number
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Using Predictive Modeling and Social
Network Analysis Detica Evaluates the
claim and the network to which the
claim attaches




Combined Predictive Modelling & Social Network Analysis

‘Network’ and Claim Risk
Assessment Across All
Main Classes

7 A

Claim Network



2000 — 2008 The Typical UK Approach to Fraud
RSA*

Claim Fraud
Insurance Management

Products Training

& Awareness

R )  Red Flags

Claims Identification

FRAUD

Processes )
Specialist Claim

Fraud Handling

Leakage

‘Specialist Fraud
Investigation

A Clear & Significant ROI



2008 — A More Strategic Approach to Fraud RSA*

Claim Fraud
Insurance Management
Products

Training
& Awareness

P )  Red Flags

Identification

Technology

Technology

FRAUD

‘Specialist Claim
Fraud Handling

Processes

‘Specialist Fraud
Investigation

Analysis




Developing a Long Term Industry Fraud StrateRSA*

Market Based

Needs to be More Than Just a Focus on Claims Fraud Detection

But What?

‘Opportunistic’ Fraud

We Need tO ReﬂeCt & ReSpond to What We kn OW Of Non-disclosure & Misrep., Exaggeration, ‘made up’ claims

Public Opinion /
o D G

.
Organised Fraud
28% Cross-Industry

Staged Motor Accidents
(Ghost Broker Application Fraud Rings)

e
Coin (i

Being

Refused A Prison A fine High Chance  High Chance Public Nothing None of These
Insurance Sentence from a of being of Being  Naming and would Put Me
Cover in the Off
Euture Court Found Out Taken to Shaming

Court



It Has the Potential to get Worse!

RSA*

 Who does this any more?

* In the ‘Digital Age’ people will/do expect
end-to-end on-line fulfilment of their
insurance Application and Claim
journey

» This will be exploited by the ‘new
breed’ of Fraudster!!!

« We MUST embrace a layered Technical
defence to this risk — or we will be left
behind!!!

24



Application Fraud

UHighly Competitive Market
dRising Cost of Motor Insurance “Ghost

ROUTE UNew on-line Sales/Aggregator
CAUSE  Market

UAutomatic Number Plate
Recognition & Motor Insurance
Database

aKYC Procedures
QValidation of Key data

dPlastic Card or Bank Account/Mandate controls
dFraud Focus on Product / Proposition Development



On-Line Advertisement for Car Insurance —
Genuine or Not?

SWITCHBOARD
DIRECT QUOTE LINE

0845 299 6050
02380 970702

First Car Direct

Insurance

Lines open from 8.00 am till 9.00 pm

ABOUTUS SERVICES CONTACT US CALL BACK REQUEST

First Car Direct Insurance

Get a cheaper quote today - Guaranteed

» We will beat any genuine guote
» Click our call back request now.

WELCOME TO

FIRST CAR DIRECT INSURANCE RERVICES & SOE LTINS

&J PASS PLUS SCHEME

First Car Direct Insurance will beat any
genuine car insurance quote by at least 15%
(proof of quote maybe required). To add
further value, we offer 12 months insurance
for the price of 10 months. If you have more
than one car in your household, you can take
advantage of our multi-car policies and get
even more discounts. First Car Direct
Insurance is internet based and is

MORE...

Young or old, give us a go! Our costs are
low and we will not be beaten in price.

If you have recently passed your test and
are shocked at what the comparison sites
are quoting you - give us a call or fill in our
call back request form.

By keeping our costs low and not selling you
extra

MORE...

Q? OUR SUCCESS STORIES

) CONTACTUS



First Car Direct - Ghost Broker

w35y CITY.LONDON

* POLICE

e



First Car Direct Office — ‘Ghost




We Need a More Holistic Approach to Fraud RSA*

Cannot Rely on
- a Purely Claims
Claim Fraud "
Insurance e H - Detection Based
Strategy

Validation Products

KYC

Claim Fraud

customer ‘ lentification
Evaluation aim Fraud

Technology
@]@[rwmﬂﬁﬂmng
Marketing FRAUD SRS Specialist
Sales & Serviee Ginfms Claim Fraud

Handling

Risk Appetite Processes

Specialist
Fraud
Investigation . ||St
.. Specia
Pricing e

Investigation

Analysis
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