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What did the UK General Insurance Market look 

like 16 Years Ago?  

2000 
 

No Regulation 

 

 

Equity markets extremely buoyant 

 

 

No need to worry about making an underwriting profit – Achieving COR 
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2000 
 

 

No Regulation 

 

 

Equity markets extremely buoyant 

 

 

No need to worry about making an underwriting profit – Achieving COR 

 

 

No industry understanding or Appetite for Tackling Fraud 

 

 

No law enforcement interest 
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What did the UK General Insurance Market look 

like 16 Years Ago?  



2003 – A Shift in Attitude 

UK 

Financial 

Services 

Authority 

Insurers with Weak Controls Will be 

Targeted 

Rapid Downturn in Equity 

Markets  Put Pressure on 

Insurers Profitability 

 
Managing Fraud Risk 

Focus on ‘Customer Care’ 

 

“Cannot simply ignore Fraud 

and pass cost on to innocent 

customer” 



UK Insurance Fraud – The Facts in 2015 
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General Insurance Fraud cost the UK market 

£2.6 billion 

 

 

13% of Claims 

10% of Claims Cost  

£1.32 billion detected  

132,000 Claims   
2004 Industry 

Benchmarking 

Began 



WHAT WOULD PUT OFF INSURANCE FRAUDSTERS? 

A Prison 

Sentence 

A fine 

from a 

Court 

High Chance 

of being 

Found Out  

High Chance 

of Being 

Taken to 

Court 

Public 

Naming and 

Shaming 

Nothing 

would Put 

Me Off 

None of These 

47% 
41% 

41% 
40% 

38% 

28% 

5% 5% 

Being 

Refused 

Insurance 

Cover in 

the Future 



‘Opportunistic’  Fraud 
 

Non-disclosure & Misrep., Exaggeration, ‘made up’ claims  

(or False Policy Applications) 

 

Organised Fraud  
Cross-Industry 

Staged Motor Accidents 

(Ghost Broker Application Fraud Rings) 

In
s
u
re

r C
o
n
tro

ls
 

Insurer Controls 

In
s
u
re

r C
o
n
tro

ls
 

Market Controls 
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Market Controls 

Motivation:  

Individual 

Opportunistic 

Ad-hoc 

 

Insurance Fraud Typologies 

 

General Insurance FRAUD – Broad  Classification 

Motivation:  

Criminal enterprise 

Organised networks 

Persistent  

Detection and Mitigation by Internal 

 Insurer Controls 

Detection and Mitigation by Market 

Controls 
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Fictitious or Staged claim 
Perceived as more criminal and pre-meditated 

Exaggerated claim 
Perceived as less criminal and more opportunistic 

What Does A Fraudster Look Like? 

- Male, married 

- Mortgagee 

- No police record 

- Quality newspaper reader 

- Full-time employment 

- Male, single 

- 15-34 age group 

- Known to police 

- Uneducated 

- Unemployed 
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SPOTTING THE FRAUDSTERS!  



Government attention – 2011!!  

• Mr Straw describes the spiralling cost of insurance - caused by referrals to 

personal injury lawyers - as a racket. 

 

• The Labour MP for Blackburn says he is acting on the concerns of 

constituents who face rising premiums. 

 



17th September, 2008 

2006 Formation of the 

Insurance Fraud Bureau 
To Provide a Tactical Response to Cross-Industry 
Organised Insurance Fraud 



FINANCIAL CRIME 
COMMITTEE 

Long Term Industry Fraud Strategy 

        2014 

Insurance Fraud Register 

IFR 

Association of British Insurers 

       2012 

 

Insurance Fraud 
Enforcement Department 

IFED 

            2006 

 

Insurance Fraud 
Bureau 

NETREVEAL
 ®

 



Accident Management 
Companies 

Hire car operators 

Solicitors 

Doctors 

Engineers 

Recovery firms 

Storage facilities 

Claimants 

IFB Targets 

Staged & Induced Motor Accidents - single biggest cross-industry fraud risk 

The Gangs Involved are , in the 
Main, Very Sophisticated 

Professional Criminals 



Fraud Technology Providers 

Hadoop ???? 

http://www.google.co.uk/url?q=http://www.eweek.com/c/a/Enterprise-Applications/SAS-Launches-New-InMemory-Graphical-UI-Analytics-237243/&sa=U&ei=QOVWU5TnL-SI7AaUrYDoDQ&ved=0CC4Q9QEwAA&usg=AFQjCNH-UTzroj_cH1gGF3bVdEorYANuFw
http://www.google.co.uk/url?q=http://www.glogster.com/yanajyanaj/the-iron-triangle-of-defense-contracting/g-6lnfb7hpi031t9gbafbnva0&sa=U&ei=ceVWU5PxFpCp7Aa5-4GwCw&ved=0CDgQ9QEwBQ&usg=AFQjCNFBrca9hhUDirlOc1bV7SKG4DBNiQ
http://www.google.co.uk/url?q=http://www.siraenvironmental.com/management.aspx?page=299&sa=U&ei=q-VWU_zHJK-u7Aa2qIDoDw&ved=0CC4Q9QEwAA&usg=AFQjCNH3TiVpOCtRFw3AxbfBKagMCpUCvQ
http://www.google.co.uk/url?q=http://experian-da.co.za/solutions/baselII.html&sa=U&ei=2-VWU6feCaSQ7AbFrYCoDA&ved=0CC4Q9QEwAA&usg=AFQjCNEhlH-x3zOG6tkLxEn0GIaqHtJ94A
http://www.google.co.uk/url?q=http://www.cis.cornell.edu/ics/cpaior2013/sponsors.php&sa=U&ei=E-ZWU5rsDKbB7AbjtYGIAQ&ved=0CDAQ9QEwAQ&usg=AFQjCNHbA9vyeKZvbRjJwQ9bHwi4gxoAZA
http://www.google.co.uk/url?q=http://en.wikipedia.org/wiki/SPSS&sa=U&ei=RuZWU73vM8yI7AaPkYGYCQ&ved=0CC4Q9QEwAA&usg=AFQjCNGVRjhCRJAzYhDnNWCcC5YYv3rKKQ
http://www.google.co.uk/url?q=http://commons.wikimedia.org/wiki/File:IBM_logo.svg&sa=U&ei=YeZWU6f5H4WB7Qb5ooCgDQ&ved=0CC4Q9QEwAA&usg=AFQjCNFYFmTkMlvPT28SEJx0WwUKEGNN1A
http://www.google.co.uk/url?q=http://prismakhas.com/products-services/visual-investigative-solution-training/ibm-i2-investigative-analytical-solution-and-training.html&sa=U&ei=hOZWU86_O4qI7AaZxYGYDg&ved=0CDAQ9QEwAQ&usg=AFQjCNFuc3d1XkYPImOwLCKnZxyciQYKQA
http://www.google.co.uk/url?q=http://asklogo.com/show/detail/N/norkom-technologies-logo&sa=U&ei=reZWU7CJPI7X7Aau0oGQDQ&ved=0CC4Q9QEwAA&usg=AFQjCNEoZxpfgOT073VWyQXxxlp5f1cdmw
http://www.google.co.uk/url?q=http://www.bankinfosecurity.com/troy-leach-a-6552&sa=U&ei=FedWU8nMOeOk7Qb7w4HwDA&ved=0CCAQ9QEwAA&usg=AFQjCNGND2yqGL7riOv5GsgKLfIDGi_C1w
http://www.google.co.uk/url?q=http://bostinno.streetwise.co/2011/10/05/nuance-to-join-the-llc-to-advance-accessibility-in-higher-education-through-speech-recognition/nuance-logo/&sa=U&ei=WedWU77nIvSw7AaJtoAw&ved=0CDIQ9QEwAg&usg=AFQjCNGOm3qEKMrKDU2fitl4-ibU3EnMWg


Why do we need technology to combat Insurance Fraud? 

We have to move with the times because fraudsters do…. 

http://www.google.co.uk/url?q=http://www.mnn.com/green-tech/computers/stories/people-cant-live-without-high-speed-internet-poll-says&sa=U&ei=6JBXU5CdFcS6OMbAgMAP&ved=0CDQQ9QEwAw&usg=AFQjCNHbBq56ULR2-El-_avfAGTCwKVNUw
http://www.google.co.uk/url?q=http://www.saidaonline.com/en/news.php?go=fullnews&newsid=41792&sa=U&ei=F5FXU6GhH4aXPejTgcAP&ved=0CDAQ9QEwAA&usg=AFQjCNEfyAyUc4ARNv_Or-v5Ts4IkShEUg
http://www.google.co.uk/url?q=http://www.theguardian.com/uk-news/the-northerner+business/insurance&sa=U&ei=QJFXU573IorpOZPZgYAN&ved=0CDAQ9QEwAA&usg=AFQjCNGWX8xYOO1Goi0DLY9EgkxZMAsQ5g
http://www.google.co.uk/url?q=http://hyatt.jobs/blog/?p=131&sa=U&ei=gpFXU7S5MMTZOqjqgJgO&ved=0CDIQ9QEwAg&usg=AFQjCNFtgOlHgNWJcmFKX38Hb8-FJtmCCA


Motor 1st Party 

Traditional ‘Red Flags’ 

So what do these systems do?  

1. Risk Profiling 



3. SOCIAL NETWORKING TECHNOLOGY 

DETICA NETREVEAL
®

  

Links ‘entities’ across apparently unrelated social 
networks; 

 name 

  address 

 claims/policies 

 mobile phone number 

 credit card number 

 bank account 

 email address 

 etc. 

 

 Using Predictive Modeling and Social 

Network Analysis Detica Evaluates the 

claim and the network to which the 

claim attaches 



Combined Predictive Modelling & Social Network Analysis 

‘Network’ and Claim Risk 

Assessment Across All 

Main Classes 

Claim Network 



Insurance 
Products   

Claim Fraud 
Identification 

Specialist Claim 
Fraud Handling 

Specialist Fraud 
Investigation 

Claim Fraud 
Management 

2000 – 2008 The Typical UK Approach to Fraud 

 FRAUD 
Processes 

Claims 

Leakage 

Red Flags 

Training  
& Awareness 

? 

A Clear & Significant ROI 



Insurance 
Products   

Claim Fraud 
Identification 

Specialist Claim 
Fraud Handling 

Specialist Fraud 
Investigation 

Claim Fraud 
Management 

2008 – A More Strategic Approach to Fraud 

Claims 

Leakage 

Red Flags 

Training  
& Awareness 

 FRAUD 
Processes 

Claims 

Leakage 

? 
Analysis 

Processes 

Technology Operating 
Model 

FRAUD  



We Need to Reflect & Respond to what we know of  

Public Opinion  

Developing a Long Term Industry Fraud Strategy 

Market Based 

 

Needs to be More Than Just a Focus on Claims Fraud Detection  

A Prison 

Sentence 

A fine 

from a 

Court 

High Chance 

of being 

Found Out  

High Chance 

of Being 

Taken to 

Court 

Public 

Naming and 

Shaming 

Nothing 

would Put Me 

Off 

None of These 

47% 41% 
41% 40% 

38% 

28% 

5% 5% 

Being 

Refused 

Insurance 

Cover in the 

Future 

‘Opportunistic’  Fraud 
 

Non-disclosure & Misrep., Exaggeration, ‘made up’ claims  

 

Organised Fraud  
Cross-Industry 

Staged Motor Accidents 

(Ghost Broker Application Fraud Rings) 

But What? 

A Deterrent Opportunity! 



24 

It Has the Potential to get Worse! 

• Who does this any more? 

• In the ‘Digital Age’ people will/do expect 

end-to-end  on-line fulfilment of their 

insurance Application and Claim 

journey 

• This will be exploited by the ‘new 

breed’ of Fraudster!!! 

• We MUST embrace a layered Technical 

defence to this risk – or we will be left 

behind!!! 



Application Fraud 

 

KYC Procedures 

Validation of Key data 

Plastic Card or Bank Account/Mandate controls 

Fraud Focus on Product / Proposition Development 

Highly Competitive Market 

 

Rising Cost of Motor Insurance 

 

New on-line Sales/Aggregator 

Market 

 

Automatic Number Plate 

Recognition & Motor Insurance 

Database 

 

ROUTE 

CAUSE 

“Ghost 

Brokers” 



On-Line Advertisement for Car Insurance – 

Genuine or Not? 



First Car Direct - Ghost Broker 



First Car Direct Office – ‘Ghost 

Broker’ 



We Need a More Holistic Approach to Fraud 

Pricing 

Risk Appetite 

Customer 

Evaluation 

Validation 

KYC 

Claim Fraud 

Identification 

Specialist 

Claim Fraud 

Handling 

Specialist 

Fraud 

Investigation 

Claim Fraud 

Management 

Analysis 

Insurance 

Products 

Processes 

Technology Operating 

Model 

FRAUD  

Claim Fraud 
Management 

Claim Fraud 
Identification 

Specialist 
Claim Fraud 

Handling 

Specialist  
Fraud 

Investigation 

Cannot Rely on 

a Purely Claims 

Detection Based 

Strategy 



THANK YOU FOR LISTENING 


